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Abstract— High speed modern networks are tasked with mov- environment is solely associated with only the end devices.
ing large amounts of data to diverse groups of interested paies. Thus, in order to offer a benefit, trust must be extended to the
Often under heavy loads, a significant portion of the data exibits bandwidth conservation devices themselves (proxies,esach

large amounts of redundancy on short and/or long-term time t hich i trivial. Criticallv. frust extensi |
scales. As a result, a large body of work has emerged offering etc.) which is non-trivial. Critically, trust extensionggocols

bandwidth conservation exemplified by the work in caching ad  Often offer new opportunities for attack either by virtuethogir
multicast. The majority of the techniques that have experiaced complexity (DoS or DDoS) or by simply offering a new point
widespread adoption rely on parsing / reacting to applicatbn- g compromise the data flow.

specific data. With the advent of simplified end-to-end seciy, It is this weakness that forms the motivation for this paper:

as introduced by IPv6, these techniques will no longer havecaess . it ible to all bandwidth tion by i Ha
to the plaintext data. We present a novel technique for preswing IS It possible 1o allow banaw! conservalion by In-networ

security while allowing in-network devices to identify redundant ~ devices without directly extending trust (i.e. view of the
data flows in order to apply bandwidth conservation techniqwes. plaintext itself)? To that end, we propose SAABCOT (Secure

Our communication protocol does not require modifications ©  Application-Agnostic Bandwidth COnservation Technigyes
existing application_s nor does it i_nflict a significant amoun of an enhancement to IPsec [3]. SAABCOT incorporates an
overhead to the existing network infrastructure. . .
embedded data-centric key protected by the IPsec sessjon ke
|. INTRODUCTION to enable bandwidth conservation in legacy applicationewh
remaining application-agnostic.

The remainder of the paper is organized as follows. Sec-
%n Il describes related work and further describes the key
ntributions of SAABCOT. Next, Section Il describes the
ABCOT architecture and offers commentary on SAABCOT

pplications. Finally, Section IV looks at several casaligtsi
nd Section V offers several summary remarks and comments
our ongoing work.

With the rise of multimedia applications, networks are ofte
faced with the challenge of moving large volumes of da
to diverse groups of interested parties. Despite signific
improvements in network capacity, these volumes of d
must pass through constrained upstream links before megch
the high speed core of the Internet. Fortunately, multime
data often exhibits large degrees of redundancy that can
exploited to improve transfer efficiency.

While bandwidth conservation techniques such as caching Il. RELATED WORK

[1] and multicast [2] have been proposed and adopted WithWhile there has been a significant amount of work in

varying degree_s of _su_?_cessi the erlr_1ergence of en;;cl)-%\éi field of bandwidth conservation, research associatéid wi
security scenarios significantly complicate or even prelugeq e handwidth conservation has been primarily focused o

the use of \(arlouds\z;\gﬁroaches..Sp”emﬁcally, 'the Itlgardlrsitmn secure group-wise communications [4]. Typically, suchksor
gateway-oriente S as typically seen wit va to a trygo, rely on an assumed multicast infrastructure or thktyabi

end-to-end security relationship envisioned with IPv6spres to insert an application-layer proxy with modifications pro

numerous issues for bandwidth conservation. As many bap ed to the application. Importantly, the issue of depleym
width conservation approaches achieve their benefit by@cti

lai d h f end d | specifically the notion of a required global infrastructared
on_pamtext _ata, the usage ot en -to-en_ tunnels negages odifications to the application base have been cited as the
ability of the in-network device to recognize redundantadat

X rimary reasons for multicast deployment falling far shaifrt
In short, the edge gateway type of environment allows f L pectations [2]
a_dhe facto T(ens?r of trust, "e'dd?V'CeS on the LAN or ||;I-3I|ne In contrast, the work focused on caching [1], has received
with network traffic are trusted. In contrast, trust in an Vconsiderable deployment in the Internet. Applications and

This research was supported by the National Science Fdanddirough Pas_s'throug_h prox_ies have take_n a transparent approach, fa
the grant CNS03-47392. voring the immediacy of benefit and deployment, thus dra-



matically accelerating their uptake. Unfortunately, therkv

in caching and its derivatives presents security risks ® th
end-to-end security of wide area network communication. 22
Since bandwidth conservation devices remove redundancy by =
understanding the protocol (proxy-style) or observingdhta \
payload (packet caching), an implicit requirement for ithei
functionality is the ability to process the relevant plaiit

of the packet. Put simply, in order to know what to cache,
the proxy must understand how to request the data and rec
ognize/respond appropriately. Thus, the application ouisgy ol Data/
model must be modified to create a new security protocol that === [] packet Header
extends trust to the device in question.

To the best of our knowledge, the only work to consider
the impact of security on application-agnostic bandwidth
conservation devices is our own work on Trusted Security Fig. 1. Example scenario with SAABCOT
Devices (TSD) [5]. The TSD work examined how to create
an implied group key through extensions of trust in the
Xbox Live environment for enabling stealth multicast [6] Communication begins with an application that transmits
despite IPsec. The work highlighted a critical weakness @ata without any special modifications. A SAABCOT-enabled
extending trust to additional devices, be those devicesigso IPsec module (coupled with the IPv6 stack) at the OS level
or otherwise “trust-worthy” devices, new complex protacolreceives the data from the application and encrypts the data
must be developed and devices themselves may now be prppropriately. In-network devices would then be able te rec
to unencrypted data. The addition of significant complexitggnize redundancy but would not see the plaintext of the. data
lends itself to new avenues for Denial of Service (DoS) drhe actual encryption key for the data would only be avadabl
other vulnerabilities while extensions of trust of unemted to the end hosts participating in the transmission. This@se

. SAABCOT Enabled Device

- Encrypted Payload Mobile
b : Employees
. SAABCOT-Conserved Payload

data offers new potential sites to compromise. allows bandwidth conservation to occur, significantly reidg
This work, SAABCOT, offers several key contributions thathe required bandwidth for transmission of redundant data.
differentiate it from the current state-of-the-art work: TCP data would be tokenized (cached packets are sent using

« Lightweight, robust conservation protocolSAABCOT only a token [7], [8]) and UDP packets would be stealth
offers bandwidth conservation while avoiding the exterhulticast as a single packet [6]. Clients decrypt the data
sion of trust in order to minimize data exposure. Thatilizing encrypted information in the SAABCOT header ugin
minimization of data exposure is critical to avoidingheir end-to-end key in a similar manner to IPsec.
opportunities for adversary Man-In-The-Middle (MITM) There are three key benefits of the system that bear empha-
attacks or new avenues for Denial of Service (DoS¥s. First, in-network devices see only encrypted data and d
attacks. not see the plaintext. Although it is possible to discerr tha

« Multiple levels of savingsPrevious work has focused onsame data is being sent to multiple hosts, the content of the
either exclusively saving short-term or long-term redurtlata is kept secret. Furthermore, the ability to even dehedt
dancy. This work offers a platform to achieve saving#le same data is being detected would require a compromise of
in both domains to address the rising needs of streamdevice on the communication path, a non-trivial undengki

ing data but yet still offer substantial benefit to legacthat could easily inflict far worse damages (DoS, MITM, etc.)
applications (file transfer, etc.). Second, the applications themselves do not need to be

« Simplified deploymentThe work will seek to minimize modified. Similar to IPsec, SAABCOT is a drop-in module
the deployment impact with existing IPsec implementdhat operates in the OS, thus providing a normal socketebase
tions to offer simple yet secure installation techniques interface to the application. Unlike proxy-based solusiar

a variety of network scenarios. multicast solutions, SAABCOT will work with legacy ap-
plications without application modifications, thus offegian
l1l. SAABCOT ARCHITECTURE immediate and tangible benefit.

In short, SAABCOT provides the ability to offer bandwidth Third, SAABCOT need only be enabled at the source
conservation at multiple levels (local, ISP) without compl and client. In-network support is not required and simple
security interactions nor shared distribution of the k=it backwards-compatible extensions to the initial IPsec hand
data. This system assumes that bandwidth conservation stneke would allow for SAABCOT probing. Hence, SAABCOT
likely to be implemented with passive conservation techeg] will not mandate changes to the existing network, thus &mth
but does not mandate the inclusion of in-network devices. Thimplifying deployment.
data sent from each SAABCOT-enabled host is enhanced inWe now follow up this general description of the SAABCOT
order for the existing bandwidth conservation devices tokwoarchitecture with details of the communication setup and
on the secure encrypted communication. encryption protocols.
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VPN/SAABCOT Communication Step 2: Source receives request, responds to clieetsource
> for the data §) receives the request and validates the public

key of C; via the PKI. S responds and denotes whether or
Fig. 2. SAABCOT communication initialization not it supports SAABCOT in the reply. A symmetric session

key for SAABCOT (Ksp) is also sent from the source to the

client. The remainder of the key exchange proceeds as normal

A. SAABCOT Initialization )

) ) _ ) After the key exchange procedure is completed, both the

For a YPN_ |mplem_ent§1t|on using the properties of IPS€gjiant and the source are aware that SAABCOT support will
the following information is known: be either enabled or disabled for this connection. Similar
« Each end host has a public and private key (exechniques for expanding IPsec would be used in the case of
Ksi-pup, Ksi—prrv). The public key is known to the standard Diffie-Hellman key exchange versus the above

all and available via a PKI (Public Key Infrastructurephublic/private key exchange. Regardless of whether or not
system. The private key is known to only the end hoAABCOT-enabled bandwidth conservation devices are pre-

and is used for signing the data. sent in the network, information exchange can still occur.
« Symmetric session keys are used for data exchamggus, even if a SAABCOT device is attacked or eliminated,
between client and server systentsf rr—s—c;)- a Denial of Service will not occur. Rather, a network without

« The ability to decrypt a message with the symmetric ke§AABCOT-enabled conservation devices will simply not ex-
is derived from the end-to-end trust, i.e. the only wapgerience any bandwidth savings from SAABCOT. Note that
to receive a symmetric key is if the public/private keyhis is a critical difference versus the extension of truseve

relationships are valid. Hence, the internal contents @gbsec tunnels terminate at a bandwidth conservation device
the message from the server to cliénitis only readable

by C;. B. SAABCOT Communication

The goal of SAABCOT operation is to transmit the data Figure 3 shows an example SAABCOT data packet. The
payload such that redundancy can be recognized by the jiimary change versus IPsec involves two modifications and
network devices but yet not visible in terms of plaintexigne insertion. First, the IP next header field (protocol fiald
Importantly, only the end host will have the ability to extra |py4) is changed from IPsec to SAABCOT to denote how the
how to decrypt the text from fields encrypted by the end-td-epacket should be handled. Second, the SAABCOT header is
VPN session key in the SAABCOT header. inserted as a shim after the IP header and before the IPsec

The initial setup for SAABCOT occurs during the communeader. Third, the encrypted data payload is encryptedyusin
nication exchange which authenticates users and establish key specified by SAABCOTK p) of which the new key is
the symmetric session key described. The only modificati@aotected by the IPsec symmetric session key. Informaily, t

to this phase is for the purpose of determining if end cliepgy relationship can be stated as follows:
systems can support SAABCOT. If a client does not denote its

support for SAABCOT, normal VPN operations are performed ESP = Ex, (P)

with bandwidth conservation not being realized. A simple-tw v

step process is used to establish a SAABCOT communicatighere ESP is the newly encrypted payloadsp is utilized
session as illustrated in Figure 2. by SAABCOT to encrypt the payload, ar is the original
Step 1: Client initiates key exchangee client (;) validates Payload. The encryption key for the payload is included & th
the public key ofS (ex. the data source at the main officePAABCOT protocol header which in turn is encrypted in the
from the assumed PKI. The client then sends a requestteo  following manner:

initiate the VPN and appends a SAABCOT probe indicating

that it is capable of a SAABCOT communication session. KeyInfo= Fxsp_ o o,(Kp)



) Start and temporal relationships), the adversary does not gajin an
Ver | Len Options Location (SL) sort of advantage in cracking the encrypted text provided th

the key list (kept and generated only server side) is regeeer
aggressively. Moreover, we believe there are numerousscase

Payload Key . . o o

. . where the lack of strict confidentiality (i.e. cases of ideat

(Encrypted with SAABCOT session key) . - . . .

data may be identified) is not critical to the security of tla¢ad

flow (distributed backups, secure file sharing, ettn)cases
where absolute confidentiality trumps efficiency (ex. ¢redi
card application response), SAABCOT should simply not be

where Ksp_s_c; is the symmetric session key for SAAB-enabled.

COT between the servef) and_the client@;) . C. SAABCOT Key Strength
The actual payload keyi(p) is selected by the server on ) )

transmission. Selection ofp from the list is chosen by Consider the strength of SAABCOT examined more for-

transforming a secure hash of the unencrypted applicatidRally. Suppose that an adversary Eve) (vishes to decrypt

layer payload into a key of the same key length as the IPS&€ messages going to Alicel]. In the worst case, consider
session key: that the E' has already been receiving the data legitimately

from the server and has saved keys up to this point
Kp = f(SHash(P,Ky)) (Kp1, Kpa,...,Kpy). FurthermoreF is listening toA over

. ) . an unsecured wireless channel and is able to observe &t traf
where f(z) is the transformation function, SHash computeg, 4

the secure hash  is the serv_er_—side key for the secure hash, |n the simplest case, both host$ &nd E) request the same
and P is the payload. At a minimum, the keyed input o th@jata In such a casey can tell thatA received the same
secure hash function should change similar to the IPse8€es$i5t5. AsE had the data legitimately, the only benefit B
key. For redundant data with close temporal proximity, thg knowing thatA also has the same data. The observance
key itself can be shifted quite regularly without any impacs gata would be similar to that of various multicast group
on performance as the redundancy windows are quite Sm@llying schemes which is not unreasonable given the savings
Hence, one could provide backwards secrecy by computinggered by SAABCOT. However, we do note that this behavior
new pay_load keyK p on the detection of unique UDP payload% distinct from the per-host keying of IPsec.

(determined by the secure hash). Conversely, frequeryireke  \jith regards to an intelligent attack that consumes less
of data with long term redundancy (ex. TCP) representsy@an the cost of a brute force attack, can attempt a fast
tradegff of performancg versus key exposure as a change oférlhess through the gather@d keys hoping for a quick match.
mapping fork’» would invalidate downstream cached contenfyo\ever, provided that collision is unlikely (a reasonable

The SAABCOT header (Figure 4) contains 5 key fields: 455umption given the relatively small payloads of packéts)

« Version / LengthSimilar to original IP header specifica-will be likely forced to examine the key space Bf-. As K p
tion has the same key space as the IPsec sessiofkey; s 4

« Options:Flags to customize SAABCOT operation and SAABCOT session keyK(ss_s_4), E cannot expedite

« Start Location (SL)The start location of the potentially the process aside from the list of knowf keys. Furthermore,
redundant data as an offset after the IPsec header. Datas thwarted from short circuiting the key space search of
after the start location is assumed to be encrypted withe secure hash (birthday attacks, etc.)Fasloes not know
Kp while data beforeSL is assumed to be encryptecthe input key to the secure hash function. Hence, we argue
with Ksynv—s-ci provided that rekeying is used appropriately (IPsec sassio

« Payload Key :The included keyKp represents the rekeying interval),M will not grow large enough to create
mechanism to decrypt the payload at the end clierdignificant issues.

The key is encrypted using the end-to-end session key
(KSYMfsfci) as outlined eatrlier. D. SAABCOT Bandwidth Conservation

To decrypt the message, the end client first decrypts theFrom the perspective of the in-network bandwidth conser-
KeyInfo header using the SAABCOT symmetric key for theation device, the device would simply operate on SAABCOT
specific security relationshipi{sg_s_¢;) and then uses the packets, forwarding all other packets without modficatias.
resulting key Kp) to decrypt the packet payload. Note thathe in-network device can now see redundancy, bandwidth
replay protection is preserved as the original IPsec headerconservation techniques can now be applied. The device
still present and protected by the original IPsec symmetriaches or multicasts/broadcasts the encrypted contefhieto t
key. Moreover, it is important to note that the relative ségu downstream device, saving considerable bandwidth asreithe
strength to decrypt the actual payload is preserved. While eedundant packets are eliminated [6] or tokenized [7], [8].
adversary can potentially determine that the same infaamat UDP streaming would be conserved using stealth multicdst [6
is being sent to multiple clients (already somewhat easilyhile TCP transfers would be conserved using either partial
inferred even with separate keys by watching the IP size fiedd whole packet caching [7], [8].

Fig. 4. SAABCOT Packet Header



For example, consider the case where the message “RE-SAABCOT Overhead / Security
DUNDANT” is sent to each of two end clients. For demon-
stration purposes, we use a Caesar cipher with the followi
symmetric keys foiCy, Cs:

In terms of overhead, the overhead of SAABCOT is rela-
pl\gely lightweight. In the worst case where the payload key i
included in the packet and authentication from the source is
desired (digital signature), the overhead is 28 bytes / gack
slightly more than the IP or TCP headers themselves but less
than IPsec.

Without SAABCOT, a bandwidth conservation device While 28 bytes may seem Signiﬁcant in ||ght of the em-
would see payloads of: phasis on bandwidth conservation, consider the savings tha
SAABCOT would introduce. In the worst case, the 28 byte
header represents an overhead of 1.8% of an Ethernet-style
MTU (1500 bytes). Thus, if only 1.8% of the application
output traffic is redundant, SAABCOT can offer a break-even
savings. Analysis of the University of Notre Dame Internet

. .Gateway shows levels of redundancy ranging from 3% to
and hence could not offer any savings. In contrast, ngb‘y Moreover, Chesire et al. noted in [9] that peak periods
SAABCOT, the device would see messages of: > ; ’ | that peak p

of redundancy tend to occur at peak traffic times, i.e. when
bandwidth conservation is needed most. More recent studies
in [10] have noted an explosion in end-user as true highepee
connections (fiber to the home) are delivered.

Finally, we revisit the basic security issues with SAABCOT:

Ksya = “B”, Ksyya = “C”

\IPsec|“SFEVOEBOU”

|IPsec|“TGFW PFCPV”

“(E)|IPsec|[UHGXQGDQW]’

“(F)[IPsec|][UHGXQGDQW]”
« Replay: Replay protection is provided by the IPsec

where () contains the key index encrypted by the session key,
|I Psec| is the original IPsec header encrypted by the IPsec
session key, and [] contains the encrypted payload. In this
case, a common keyp = 3 = “D” is included in the
SAABCOT header, encrypted by each of the symmetric keys,
for the clients.

This enables in-network conservation devices to see iden-
tical payloads without understanding the meaning of the
payload. Hence, bandwidth conservation could occur fraen th
upstream SAABCOT device to the downstream SAABCOT
device. For example, a single token of D might be used
to represent “UHGXQGDQW" with the SAABCOT header
and the token transmitted over the bottleneck links (messag
become (E)[D] (F)[D]). At the downstream SAABCOT device,
the message is decompressed to send (E)[UHGXQGDQW],
(M[UHGXQGDQW] onwards to the clients.

When the client receives the packet, it would use its
symmetric keyK sy r—s—c; for the VPN session to decrypt
the message. For exampl&, would decryptt —B =4—1 =
3 = D and apply the derived key to the message:

“UHGXQGDQW” — 3 = “REDUNDANT”

C- would arrive at the payload key in a similar manner.

header. The IPsec header is encrypted as normal with the
IPsec session keyi(sy ar—s—c:)- Other properties from
IPsec (authentication, etc.) are enabled as well through
the inclusion of the IPsec header.

Collusion: As the selection of<p is data-centric, mem-
orization or sharing of individuaK p keys offers little
benefit. Provided thd{p space is vast enough to mini-
mize hash collisions and the server aggressively refactors
keys, collusion (key sharing) is of minimal concern.
Moreover, simple application-layer mechanisms such as
those noted in [8] could be employed to mark data as
non-redundant whereby none of the packet is encrypted
using the in-packet SAABCOT key. The primary tradeoff
with regards to key refactorization comes with caching of
long-term redundant data that would miss out temporarily
on bandwidth savings.

Redundancy ldentificatiorA separate but valid issue is
the fact that redundancy between different connections
is now visible (i.e. A and B both received the same
packets). Hence as noted earlier, SAABCOT may not be
ideal for all data. Rather, SAABCOT offers a tradeoff of
bandwidth savings / bottleneck reductions versus truly
independent end-to-end security. We believe that the
savings are significant enough to merit application in
many scenarios as the presence of IPsec becomes more

Note that despite the fact that the payload is the same, there prevalent in the network.

are no hints provided as to what the actual payload key
is. In fact, if an adversary could derivEp from the two

IV. CASE STUDIES

messages, the cryptosystem itself would have to possess a

fundamental weakness. Furthermore, conservation could bdo illustrate the performance benefits of SAABCOT, we
probabilistically reduced in favor of secrecy by probatiti illustrate three example cases, namely videoconfererveiting
cally embedding a random key in the SAABCOT header forPN interconnections, batches of grid computing jobs egtri
selected hosts. ing data securely, and code check-in via CVS through ssh.



A. Case 1: VPN Videoconferencing significant repetition of the data. The notion of how to pre-
ﬁrjptively cache packets of data is an interesting topic for

For the first case, consider the case of corporate videoc
uture research [17].

ference involving a main office (MO) and multiple branc
offices (BO,, BO2, BO3). The communication is many-Cc. Case 3: Code Check-in

to'”.‘a“Y styl_e with gach site t_)c_)th sending and_recewmg Finally, consider a group of contract programmers checking
audio/video information. In addition, several mobile nsde

(M N1, M Ny) are listening to the overall communications fo}n che revisions to a central CVS repository. S_|m|_larly,
: . : L consider uploading executables or code for compilation to
traveling employees to listen in. Each entity is connected b ) .
. . remote testing machines such as for PlanetLab [18] or Emulab

IPsec forming a VPN between all parties.

For the traditional unicast del h W involved _h19]. While the majority of the code itself is not likely to be
or the traditiona’ uhicast mogel, each party Invoved | nigue, the repository must still be validated to isolatdeco

the commumcauoq mt_roduces a linearly increasing cost f% nges. Similarly, the code for remote testing often doata
outpound_ co_rqmumcaﬂons. He_nce, the above example Wo'é%?lificant repetition when copied across the network.
replicate individual packets 5 times for each of the reasive Similar to the earlier cases, SAABCOT can offer a signif-
Although approaches such as Appllcatloq Layer Mutlua%am improvement depending on the volume of updates sent
(ALM) [11] C.OUId redupe the overall bandvyldth, the d'StanCLRIy the programmer. While most version control attempts to
k_)etween various receivers (ex. between different BOs) .WO inimize the total transfer of data, each file change could
likely deliver unsatisfactory QoS performance. Alternaly, b

. . . . e minimized even further in terms of aggregate transfer
techniques such as Automatic Multicast Tunneling (AMT)Cost. The case of remote testing offers the greatest besefit a

if offered, could imprave performance as well provided thaﬁ?gressive packet caching could create the illusion of LAN-
I

significant multicast deployment existed and that the VP} e performance when copying files despite operating acros
gateway acted on behalf of the clients. the WAN

In contrast, SAABCOT streamlines the process significantly
At worst case where no bandwidth conservation devices ex- V. SUMMARY AND FUTURE DIRECTIONS
ist, SAABCOT offers near unicast performance. If a stealth |, summary, SAABCOT meets an important need for
multicast device [6] is present, the redundant bandwidth (rapplication—agnostic bandwidth conservation in a simpbe,
peat communications) are conserved over the bottlenekk liny st and secure in an IPv6 environment. Through its cogplin
Withou_t modifications to 'Fhe applicat_ion. Moreover, aggres \yith |Psec, SAABCOT offers similarly strong encryption
re-keying could be applied to provide backward secrecy f@frength but yet allows multiple levels for bandwidth canse
clients leaving the virtual session. vation at both the local and ISP level. Moreover, SAABCOT
is extremely lightweight, incurring little overhead in tes of
the initial negotiation and the per-packet overhead. Tlnes,
For the second case, consider a batch of computing joleel that SAABCOT offers an interesting platform for future
drawing upon the same data to be distributed to a WANpandwidth conservation in an IPv6 Internet.
scale or campus-wide compute grid. Examples of such en-Our current work includes modifications to OpenSSH (ssh,
vironments include the Open Science Grid (OSG), Globusgp) and FreeS/WAN (open source IPsec for Linux) to offer
Folding@Home [12], SETI@Home [13], and others [14], [15]SAABCOT functionality. Beyond SAABCOT, we note several
In those cases, the data can be copied in a secure mariggearch issues that merit further attention:
from the source site in either a push (data staging) or pulls Reverse Conservatioim the initial conception of SAAB-
(job retrieves data) manner. The mechanisms for I/O include COT and bandwidth conservation, considerable focus is

B. Case 2: Grid Computing

tools such as GridFTP, scp, and AFS. placed on the forward path or significant producers of
Under the traditional unicast model, each job staged will data. An interesting item is to consider how much benefit
incur a linearly increasing penalty for distribution. Thdisr could be gained from examining conservation on the re-
examples such as Folding@Home or SETI@Home where verse path. Although various works have examined packet
data is distributed to multiple clients for reliability/ification aggregation [20], there may be opportunities with initial

purposes, significant bandwidth can be considered redindan fetching and data retrieval for bandwidth conservation.
The use of object-style caching [16] could offer a benefit if « Sharing Checksum Informatiohn order to deriveKp,
requests for a site are directed through a proxy. Howeveh su ~ SAABCOT employs a transformation function from the
cases are extremely rare with data retrieval often direbjed secure hash of the payload information. Should this data
the submitter of the computation job. be shared with conservation devices in the network to

In contrast, consider the usage of SAABCOT. With SAAB-  help expedite identification of redundant data? Similarly,
COT, data across both short timescales and long timescates ¢ should data be proactively split [8] to accelerate redun-
be conserved. If data is pushed in a large batch (pre-staging dancy computations? Finally, does the block-wise nature
the repetitive data can be consolidated via stealth msttiad of most strong cryptographic schemes negate the usage
the primary bottleneck link significantly improved. If data of partial caching schemes [21] that dynamically detect
pulled from the hosts, the usage of packet caching can atkevi the boundaries of redundant content?



o DDoS Potential:Does bandwidth conservation offer new20] B. Badrinath and P. Sudame, “Gathercast: The designimptemen-

opportunities for DDoS attacks? As the attacker may no tation of a programmable aggregation mechani_sm _for thenetg in
| b bi heir | | bottl k. bandwidth Proc. of IEEE Int'l Conf. on Computer Communications andvixeks
onger be subject to their local bottleneck, banawidt (ICCCN), Oct. 2000.

conservation offers the opportunity for amplification of21] N. T. Spring and D. Wetherall, “A protocol independergctinique

an attack. Should the rate of conservation be limited on for eliminating redundant network traffic,” iRroc. of the 2000 ACM
. . SIGCOMM ConferengeStockholm, Sweden, Aug. 2000.
a host-wise or checksum basis?

« TCP and Bandwidth Conservatiokl:one is being a good
netizen and using IPsec with bandwidth conservation
(identity via IPsec, savings via bandwidth conservation),
do the normal rules of TCP self-clocking apply? For in-
stance, given an effective packet cache, packets will nom-
inally be tokenized from their MTU size to roughly bigger
than the minimum packet size? Should this bandwidth
savings translate into additional bandwidth or reliapilit
or both?
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