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Abstract— Over the past few years, the web has witnessed an In this paper, we introduce the concept of an Explicit End
explosion of dynamic content generation to provide web users of Data (EEOD) marker. With minimal effort, the content
with an interactive and personalized experience. While tradi- provider can force packet separation of cacheable and non-

tional web caching techniques work well when redundancy occurs .
on an object-level basis (page, image, etc.), the use of dynamiccacheable content to enable highly scalable whole packet

content presents unique challenges. Although past work has caching. Specifically, the contributions of our paper idelu
addressed mechanisms for detecting redundancy despite dynamic 4 EEQOD Concept:The paper proposes the notion of an
content, the scalability of such techniques is limited. In this paper, Explicit End of Data (EEOD) marker to facilitate the

we present a technique for explicit packet boundary delineation to
enable scalable and highly efficient packet caching in the network.
Our approach, Explicit End of Data (EEOD), does not require

client-side modification and requires only minimal server-side
modifications. We demonstrate through experimental studies on
an Apache web server 25% and 30% relative improvements in
terms of bandwidth efficiency and retrieval time over current

efficient and accurate separation at the packet level of
cacheable and non-cacheable content.

Improved whole packet cachinghe paper introduces
an improved whole packet caching model that uses hints
from EEOD combined with a novel windowed aggrega-
tion scheme.

approaches in the literature. ) )
« Prototype evaluation:The paper completes extensive

experimental studies contrasting EEOD versus existing

schemes. Notably, the paper demonstrates a 25% relative

o ) improvement in terms of bandwidth savings in addition
Significant work has been invested by the research com- g significantly improved scaling properties in terms of

munity in improving the efficiency and hence scalability of  retrieval time.

the web [1]{3]. However, the emergence of dynamic con-, Rabin fingerprinting efficiencyThis paper is the first to

tent (blogs with commentary, user preferences, etc.) @eat  highlight the poor performance of Rabin fingerprinting

significant difficulties for traditional caching mechansnio when minimal cacheable content exists.

that end, various mechanisms [4]-[8] have been proposedrye rest of the paper is organized as follows. In Section

to 'explicitly separate dynamic content into. cache—frigndllL we present the fundamentals of the EEOD approach. In
objectg. As a r'esult, dynamic coptent can still be cached dhction Il we present the integration of EEOD and the

the existing object-based cache infrastructure. Unf@tel, »pache web server. Experimental studies are presented in
such mechanisms often involve significant and non-trvi@ s getion |y, In Section V, we discuss related work and address

re-design. ) . concerns about EEOD. Finally, we present several congigsio
In contrast, recent works in [9]-[11] adapt the caching,q giscuss future work in Section VI.

mechanism to detect redundancy in dynamic content with-
out site modifications. Whole packet caching [9], while Il. EEOD BACKGROUND & FUNDAMENTALS

lightweight computationally, performs poorly when cadblea . L
content is not aligned on a packet basis. Although the tech—TO provide further background and motivation for EEOD,

niques in [10], [11] do not require packet-wise alignmehe t we discuss several immediately related technologies agit hi

techniques pay a significant computational price in order ?r(?;t critical weaknesses in the efficiency of Rabin fingerpr

dynamically infer cacheable content boundaries.
In essence, the approaches to dealing with the efficiency o .

of dynamic content can be grouped into two categorief: HTTP 1.1: Pipelining and Chunk Encoding

exceptional accuracy with heavyweight site modifications o Beyond the improvement of persistent connections offered

complete avoidance of site modifications with significant inwith HTTP 1.1 [4], two other options related to handling

band computational expense. It is the premise of this pduagr tdynamic content argipelining and chunk encoding

a middle ground can be reached by providing a lightweight With regards to dynamic content, pipelining can be used

mechanism for accurate boundary demarcation of cacheatlleovercome the overhead associated with splitting a site

content. into multiple sub-objects for per-object caching. Igngrin

I. INTRODUCTION



the significant costs associated with site re-design, theze 200 SviDbs
considerable deployment issues to realizing true pipéline ~ B Rabin-64
performance. First, only minimal support exists amongenirr g 1o DRabin-128
web browsers. Internet Explorer (IE) does not support pipel gl 100 HRabin-236
ing and Mozilla/Firefox supports pipelining but disablds a E]

pipelining behavior by default [12]. Second, most caches do £ 5

not support HTTP 1.1 pipelining. Notably, Squid will traats = ’_w
any HTTP 1.1 request to an equivalent HTTP 1.0 request. 0 -
Moreover, there are no current plans to support HTTP 1.1 1518 1024 512
pipelining in Squid [13]. Thus, for the foreseeable future, Packet Size (bytes)

HTTP 1.1 pipelining is not a reliable option to overcome theig. 1. Redundancy Function Performance Comparisons
overhead associated with sub-objects.

While pipelining is only tangentially related to dynamic ) ) o )
content, chunk encoding was directly targeted at dynanﬁ&c-) shows an increase in Rabin fingerprint throughput from

content. Chunk encoding allows a server to send contdfPCessing less of a data payload (layer 2-4 informatiorbean

of an unknown length to a client to reduce the perceivé@inored). Moreover, an increase in window size also impsove
retrieval time with the display of partial results. Althdugg Performance as additional table lookups are further rechove
would appear that chunk encoding could be used to produce! "€ overhead of dynamically deriving redundancy bound-
similar results to what we will propose with EEOD, there i&/1€S IS quite significant in the worst case which occurs any
one critical difference. Specifically, chunk encoding does time & non-cacheable or new but not yet cached packet crosses
ensure the separation of packets, thus requiring the com@if cache, a non-trivial portion of the underlying traffimpor-
tationally expensive dynamic boundary detection. Moreovéantly, this experiment highlights why it is desirable tdine

when dynamic content of varying lengths is interspersed y¥hole packet caching instead of partial packet caching. ils w

the content, the usage of chunk encoding and its propo% shown later in our experimental results, this overhead of
caching mechanisms [14] are often precluded. Rabin translates to a non-trivial delay even with only 10420

non-cacheable content.

B. Rabin Fingerprint Scaling C. Motivating EEOD

To better illustrate why in-band cacheable content boundar While it is desirable to use whole packet caching, separation
detection is undesirable, we examine the performance of asfecacheable and non-cacheable content is not easily achiev
of the more popular techniques, Rabin fingerprinting [15]n the current environment. Informally, the underlyingnisa
In short, the Rabin fingerprint employs a relatively effitierport mechanism (TCP) is tasked with reliably moving a block
sliding window scheme to extract pattern matches. The worés data from Point A (source) to Point B (receiver). For each
in [10] and [11] use Rabin fingerprinting to detect cache hifsacket containing information in the block, a certain antoun
and tokenize content. of overhead is incurred by both the IP and TCP header. The

While extremely efficient when content exhibits a significargoal of the TCP stack is to maximize efficiency (minimize
degree of redundancy, Rabin fingerprinting does not perfomeerhead). Thus, it is only natural to minimize the total twem
well when the content is primarily unique (i.e. cache missesf packets used to send the data. Hence, there is a tendency
Figure 1 compares a block-wise approach (MD5 checksufioy the size of TCP data packets to approach the network
versus Rabin fingerprinting with variable sliding windoveess Maximum Transmission Unit\{T'U) size.
on non-cacheable content. The implementations of the algo-To TCP, the concept of not using the fif TU (i.e. sepa-
rithms were based on the prototype code of whole packeting content) would be anathema to the goal of maximizing
caching (MD5) [9] and partial packet caching (Rabin) [10lfficiency. However, at the initial introduction of TCP, the
The tests included the overhead of the payload/window finge&oncept of caching at the object level, or more importantly a
print, performing cache lookups, and appropriately tokexg the packet level, had not been considered. Moreover, wisie d
redundant content. abling Nagle’s algorithm (automatically disabled by Apalh

The results show a significant difference in the throughpirplies support for the separation of packets, our expearime
associated with Rabin fingerprinting versus an MD5 checkave found that under a reasonable system load, separation i
sum. While MD5 operates in an efficient block-wise mannemnot guaranteed. Similarly, the usage of the TCP PUSH flag
the Rabin fingerprint must consistently recompute therglidi does not ensure packet separation either.
window (W) on a byte-wise basisX(N — W)). Furthermore,  If the content provider could explicitly signal boundaries
Rabin fingerprinting uses multiple lookups to the cache ah edbetween cacheable and non-cacheable content which in turn
fingerprint calculation yields multiple potential fingeimis enforces packet separation between the two types of content
(as noted in [10]). Hence, the Rabin fingerprint approachhole packet caching could be enabled. The end result is that
conducts at worsO(K (N — W)) lookups (K fingerprints, in-band hardware can be kept considerably simpler and more
N bytes, window size ot/ bytes) while MD5 conducts a scalable, leaving intelligence at the edge (input + semwbgre
single cache lookup. This trend is especially visible in thiéis best suited. Importantly, the packet splitting in afidtself
figure as a decrease in overall packet size (1518 versus 102des not change the normal TCP client operation.



database

1 non-cacheable content 3) The web server receives the content from the script. The
oo Bl cacheable content web server parses the content for the EEOD marker(s).
oo O  EEODtag At each marker, the EEOD system call is invoked.
bynamic 4) The EEOD-friendly network stack receives t.h.e data and
page TCP/IP ensures that packets are separated as specified by EEOD
OO [ system calls.
p H; o 5) The server transmits the TCP data packets towards the
witee  OCIO -— = client.
write_eod oo 6) The in-network packet cache receives the data packets.
_ > > Cache hits are determined on a whole packet basis.
wrtev M Packets are either transmitted onwards with no modi-
rite eod > - fications (cache miss) or tokenized and sent onwards to
" omo oo the downstream packet cache. Fingerprinting of packets
- " is done using MD5 or other efficient algorithms.
Fig. 2. EEOD Operation Flow 7) The downstream cache receives the packet. If the packet

is tokenized, the original packet is reconstructed and

sent onwards. Otherwise, the packet is simply forwarded
onwards.

keeping with the idea of packet caching proposed in [9],

e replacement is governed by the following rules:

Upon the first transfer, both the parent (cache closer to
server) and child cache (closer to client) calculate and

store same dictionary token calculated by the fingerprint

algorithm (MD5, etc.).

For subsequent packets with same payload, the payload
is replaced with a dictionary token.

Unlike mechanisms which require significant site re-
design to accommodate sub-objects, the boundaries betweeln
. . In
cacheable and non-cacheable content are often qwtefﬁtrm%ach
forward. Whether it be calls to a database or script variables
finding such locations and adding explicit markers to thescr
output at those locations is trivial.

D. EEOD Overview
The key components of EEOD include:

Network stack extensioithrough the addition of a single «
system call, an application can separate packets in a non-
blocking manner. We describe a new system call and the
minimal modifications to the Linux kernel to support the
extension.

Improved packet cacheUnlike previous work which
operates on a single packet [9], our novel improvement

allows the cache to examine a limited width window

In the event that the child cache receives an invalid token,
the payload is requested from the parent cache by the
child cache.

Upon receiving the packet with a token, the child cache
replaces the token with the requisite data and forwards
the packet to end client.

IIl. DESIGN AND IMPLEMENTATION

of packets to aggregate cacheable tokens for furtherry, goal of EEOD is to generate whole packet cache-

bandwidth and computation savings.

friendly packet flows, in which the payload of a packet either

EEOD demarcationA simple demarcation mechanismye|ongs to cacheable content or belongs to unique content (i

embedded in HTML content is used to separate cacheaf|e,
and non-cacheable content without the need for client
modification.

Apache Modification:We present modifications to the

cacheable).

A. EEOD System Call

Apache web server to recognize the EEOD marker andThe signaling API for the application to create packet

to appropriately call the new EEOD system call.

separation is listed below:

Before describing the EEOD stack modifications in moresij ze t sys write_eod(unsigned int fd,
detail, an example scenario employing EEOD is discussed.
Consider a website similar to Slashtabnsisting of a large

degree of non-cacheable / unique content scattered among

redundant data (see Figure 2). The flow of events is as followidnais to the modified stack that the preceding block of
Information passed cannot share the same packet as future

1)

2)

Iwww.slashdot.org

The web request is received at the server. The web server.
calls the appropriate web page generation script with t
user cookies or user identification (such as from a log
screen).

The web page generation script queries the cont%H
repository (database, locally cached content, etc.) a\r/]vﬁf
demarcates the boundaries between cacheable and no
cacheable content with an EEOD marker.

he

two

size t flag);

nlike the normakyswrite function, the new function only

Writes, instead of passing data to the stack. In order to
implement the EEOD system call, one could employ one of
o methods, a fully non-blocking system call or applicatio
Ie¥el waiting/flushing. Without some form of modification,
re is no guarantee that multiple calls to the norsyahrite

| result in separate packets (stream vs. datagram psicket
"For example, successive writes of 200, 200, and 400 bytes
undersyswrite could result in a single packet of 800 bytes,

packets of 400 bytes, or the desired behavior of 200,



200, and 400 bytes. While enabling tf&' P_NODELAY 5| paceet O
. . . , . Cache
option for Linux (disable Nagle's algorithm) purports to] ack

allow for packet separation, a heavy system load exhibi packet
similar behavior. In fact, our experiments validated thHa t — FLow — Window
single packet behavior is most often the case without ap- . A 00
propriate delays between successsgswrite calls. These B O O
results were noted through Apache which by default enables c O O
TCP_NODELAY. b O
While wait functions could be used to ensure a flush of Time ——»

the socket between successive writes, the timing for thé wai _
depends upon the network and system load which could va'fr'?' 3. Packet Aggregation
dramatically over time. Unlike RTSP implementations over
TCP (typically employed to ensure packets are not block
by firewalls) which has only periodic writes to the stream a%qr
hence a natural temporal separation, web content is butst q
in its entirety for performance.

Thus, rather than imposing a complicated sequence
blocking wait events on the application, the operation i
syswrite_eod is straightforward. Once the kernel receives Eacket cache is close to the source, it is likely that cadeeab

Ey?fwrlte,sotﬂ call, it simply flusrllets bOL;ft tr}e (;utrrent ds?ckg ontent will be located in close temporal proximity.
utter an €N USes a new socket bufler for Tuture data. Oufe minimal, fixed delay window ofN packets is in-

test shows that theys*writeTeOd call is completed in Ie§s troduced, there is a high probability that multiple packets
:E:neigpeti.telz\?jotr)zz\;?/rib?yo;nsil:g;gn:hvirﬁssoi5 ;?;ISZ?CégOCkmgfrom the same flow will be present in that window (see
' Figure 3). With a view of a window ofV packets, multiple
cacheable payloads can be tokenized in the same outgoing
B. Effects on TCP - Local and Global packet ¢, | Data, Py | Data — Px | T1,Ts). Thus, the
It is important to note that EEOD does not fundamentalljvérhead introduced by separating packets is eliminated by
change the TCP protocol itself. While EEOD does chang¥9regating multiple contiguous cacheable packets aridgsav
the grouping of the data to be transmitted by TCP, the ctitici'® respective TCP/IP headers through delta encoding.
TCP characteristics such as slow start, congestion reaetio. =~ Moreover, provided thafV is kept small, N < 10, issues
remain unmodifietl From the perspective of the client, therdVith downstream cache shaping are contained (73,75 —
is no discernable difference nor software to deploy beyodd | Data, P> | Data) and the delay is kept to a minimum.
¢From a larger network perspective, EEOD can haveM$ ON Qigabit Etherpet. In ad.dition, dispgtch times cqulq be
discernable effect. If RED queues are also deployed in théther improved if hints are given regarding the cachegbil
network which detect congestion by using the queue paci@tnon-cacheability of content. To that end, packets legvin
count, the use of EEOD will result in a faster throttlindhe EEOD-enabled web server are marked using a bit from the
of flows. However, we propose an improved packet caching ID field (MSb). The receipt of a non-cacheable packet or

technique that overcomes this penalty and also allows f@n-contiguous packet is sufficient to force an early disipat
further bandwidth conservation. At a minimum, the inclusion of the notion of a cacheable bit

allows the cache to ignore non-cacheable content, thusdiurt
improving cache performance.

interesting proposition: is it possible to tokenize ower
ger scale? To explore this further, consider the undegly
Vnamics of TCP and the likely placement of the upstream
packet cache as being close to the server. Put simply, as ACKs
é?rive, a close temporal burst of data packets from congesti

ndow growth will occur ACK — Data, Data). Since the

C. Improved Packet Caching

As noted earlier, the core packet caching architecture i S
EEOD is a derivative of the work in [9]. The work in [9] [51 Application: HTML Content
analyzes individual packets and appropriately tokenizes o Given that the script writer can easily determine where the
forwards packets towards the client or downstream cacH@undaries of cacheable and non-cacheable content obeur, t
While bandwidth savings are achieved whenever tokenizatiogaxt step is to derive a method whereby the script can signal
takes place, there exists a 1:1 relationship between inpait &he web server of the boundary.
output packets® | Data — P | Data or P | Token). Thus, In order to achieve the simplicity desired while remain-
in the absence of other mechanisms, EEOD injects additiofirag) transparent to the client, we make the EEOD marker a
packets into the network and hence suffers additional @aeth specially formatted HTML comment string. While a proper
(IP, TCP) over the bottleneck links. HTML tag may be in order in the future, the use of a comment
In contrast, VBWC, proposed in [11], applied Rabin finfield, however unwieldy, accomplishes the goal of end client
gerprinting on the entire block at the server, which offersansparency and simplistic string location identificatidhe

pair of EEOD tags is defined as:

2Section V discusses the behavioral impacts of EEOD on TCP iremor
detail. <l --EEQCD - >



<HTML><body>

...... Oy provided by the authors of [10] and freely available code on
<I--EEOD-->

<B>Hello, Xiaolong Li</B> the web [17]-_ _

...... When serving content to clients, Apache2 uses two system

<td class=middleoffonleft™> <div align=csnter’> calls, writev andsendfile The sendfilefunction is used to send

<a href="http://www.amazon.com/exec/obidos/tg/

?t(;:srfzssiyzgtigit?;g‘—‘qiréw;{:gézzf:f:;és_ls_slvg_rglv;_gltoreqa> an existing file directly requested by the clignt. With regtpe
</div></td> to the OS, we added the new system sgtiwrite_eodto the
<+-/EEOD—> Linux kernel. From the user perspective (i.e. Apache), tie c
<lbody><HTML> is write_eod.Modifications to the kernel included the addition
of a new member variableodflagto the socket buffer data
Fig. 4. Tagging the output of a page structure andsk buff, which indicates a socket buffer is to be

closed. The new system call is a relatively minor modifiaatio
| to the kernel. Most importantly, the modified kernel does not
<t--/EEQD--> change normal TCP behavior, only how buffers are dispatched

where the contents between the bounding EEOD tags are f@-transmission by the TCP stack.
sumed to be non-cacheable content. In short, the identificat Although sys_write_eod guarantees packet separation be-
of either the front or rear EEOD tag offers a suggestion to tfiween cacheable and non-cacheable content, EEOD does not
web server that the data on either side of the EEOD mark@arantee that contiguous content will be packetized in the
should not appear in the same packet. Figure 4 shows whafe fashion (i.e. a large cacheable block). In such a case,
an EEOD tagged web page would look like. system load or other network activities at the server mageau
It is the responsibility of the web page script designer tanisalignment which we define as identical contiguous blocks
embed the EEOD tags into web pages. Unlike conversion Xtglding different network packetizations. To account fiais,
Ajax or the usage of sub-objects, the modification for EEOD We modified the Apache server to dispatch buffers at mutiple
extremely trivial. We do not feel this is an unnecessary eord©f /55 and hold if possible where packet misalignment may
as the appropriate calls for unique content already prosidedccur. Section V-C comments further on the prevalence of
clear signal of where to demarcate data. misalignment with large file transfers and the relevance of
In addition, it is worth noting that for a web page withEEOD for other network services.
multiple pieces of non-cacheable data scattered around the
page, simply applying EEOD to each segment may be unwise.
If the length of the content included by successive EEOD IN this section, we present experiments comparing the
markers is too small, say, 10 bytes (10 bytes cachedtgtes performance of EEOD and related approaches. Figure 5 shows
non-cacheable, 10 bytes cachealite bytes non-cacheable),the experimental setup. Internet emulation is providedubh

the usage of EEOD will cause a reduction in bandwidtd Single machine running NISTNet [18] between the upstream
conservation performance. and downstream packet caches. The web server (Apache)

is running on Red Hat Fedora Core 3 with the extensions
outlined earlier. Experiments with EEOD utilize an EEOD-
E. Application: Web Server friendly Apache server while other experiments use the-stan

Upon receiving a request, a web server renders the outgard Apache server. The web server itself uses a CGI Perl
web page and places the content into a buffer for the kerrggript to retrieve content from a database running conaotlyre
using a normal system write call. EEOD adds an additionaith the server. Each of the experiments lasted 300 seconds
level of functionality in the EEOD-friendly Apache serverwith new web pages being cycled every 5 seconds. Non-
where the server scans the content for EEOD markers Gacheable content is consistently changed over the cotirse o
determine if splitting is necessary. the experiment.

Since the string for EEOD is well-defined, string searching Client emulation is provided through a bank of clients using
a|gorithms such as the ones emp|0yed by Snort [16] can wgetfor HTTP 1.0 accesses and the béibayww client from
used to isolate EEOD tags. With the beginning and end of #i¢ W3C for HTTP 1.1 accesses. Session performance was
EEOD pair, successive calls are made to fyswrite_.eod hoted to millisecond accuracy levels by customized vessain
function. Packet delineation between cacheable and navgetandlibwww. Two in-network devices on COTS hardware
cacheable content is provided, thus optimizing the packat fl are used to serve as the packet caching mechanisms and the

for the in-band packet cache to conduct whole packet cachipgme monitoring point for bandwidth efficiency measure-
types of operations. ments. In order to mimic a WAN environment, a machine

running NISTNet [18] was placed between the two caches.

) ) Specifically, our experiments analyze performance using
F. Implementation: Apache Web Server, Red Hat Linux  yo metrics:

IV. EXPERIMENTAL STUDIES

We implemented the EEOD scheme through modificationse Bandwidth EfficiencyBandwidth efficiency is defined as
to the Apache 2 web server (version 2.0.54). Kernel enhance- the ratio of bandwidth consumed over the cache link ver-
ments included theyswrite_eod system call and supporting sus the non-caching case. An efficiency of 10% implies
code that were applied to RedHat Linux Fedora Core 3 that the approach consumes 10% of the bandwidth of the
(version 2.6.11). In-network packet caching was based deco  non-caching approach.
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. Average Retrieval TimeThe average retrieval time is % 10 WANRTT (m9) 20 0

the time to retrieve the entire content of the referencegly. 8. Effect of the number of the objects of web pages onewtitime
page. The average retrieval time measures the latergyRTT. (No HTTP pipelining, no squid cache)
introduced by the approach in terms of both computation

and download dynamics. . . o . -
y objects. As noted earlier, the pipeline feature is minignall

available in the current Internet.

A. Effect of Sub-Object Usage and Squid Figure 8 shows that as the RTT is increased, the perfor-
To begin, we first present experiments that show the dpance of using'sub-objects decregseg significantly. Whde th
fect on performance of prolific sub-object usage. The bat§29€ Of a Squid cache as noted in Figures 9 and 10 reduces

webpage contains a Slashdot-like page with an initial padfe delay penalty, the fact that many sub-objects are litely
and 14 small images. Figure 6 shows the performance w f n_on_-cacheable nullifies t_he gams from a Squid cache. Whlle
multiple levels of sub-objects and HTTP 1.1 via titewvww Squid is able to he}ndle.plp_ellned requests fr(_)m the phent,
client. For example, thesmall 32 denotes the usage of 32"ather than forwarding pipelined request to origin server,
additional objects over the core webpage. In each case, Sy sends HTTP/1.0 request to origin server [13], which is
total content to display is kept the same. Packet cachingVS”f'_eo_l in our experlments. Since the combl_natlon of HTTP
disabled but EEOD is included to reflect the overhead BfP€lining + Squid does not make much difference to the
EEOD modifications (system call, EEOD tag scan). performfcmc.e,. we do n_ot include the results associated with
Note from the figure that the usage of sub-objects impos&d TP Pipelining + Squid.
severe penalties due to the fact that the full object mustearr ) ) )
before the next object can be transmitted. While the penafly Synthetic Experimental Studies
associated with TCP slow start is removed by the use ofin this subsection, we present experiments based on synthet
HTTP 1.1, a significant penalty exists nonetheless. Figuielly created web content in order to better isolate the per
7 shows the effect of enabling pipelining which enables farmance of EEOD versus existing packet caching schemes.
single request to retrieve multiple objects at the same.tin@pecifically, we are interested in characteristics suchffas e
While pipelining significantly reduces the delay penalty fociency and the effect of distributions of cacheable vs. non-
sub-objects, limitations to the number of objects that can lbacheable content (i.e. what effect does the dynamic cbnten
pipelined still cannot overcome the over-zealous use of suilmve on performance).
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Web Content Generation: To provide a source for our

eriments, we created a database of synthetic web pages.

Each webpage contained a mixture of content with a single
30 kB image. For the text portion of the web page, the page
reduced to blocks of data that were either cacheable or non-

heable. Cacheable content is repeated until the webrtont

changes while non-cacheable content is unique to eactt clien
session. Web page dynamics are mimicked through periodic
changes of the distribution of data blocks.

Our synthetically generated data and clients had the fellow

5 ing properties:
1) Page SizeTotal non-image content retrieved (default is
0 Sl() l(l)() ];() 2(|)() 2;() 300 64k 3)'
WAN RTT (ms) 2) Non-Cacheable ContenPercentage of the content that
Fig. 10. Effect of thg ngmber qf the o_bjects of web pages orexetl time was non-cacheable (10% based on [5])
by RTT. (No HTTP pipelining, with squid cache) 3) Cacheable Gap Sizefhe gap between two successive
cacheable blocks that is made up of non-cacheable
In our experiments, we compared three schemes: content (default is 300 bytes). _
4) Client connection rateThe average number of clients

lighter system loads.

Partial Packet Cache (PPC)The partial packet cache is
based on the work in [10]. The partial packet cache iso-
lates partial packet redundancy through a small window
Rabin fingerprint (window size = 64 bytes).

Explicit End of Data (EEOD)The source script employs
the EEOD marker to demarcate cacheable versus non-

cacheable content. Packet caching in the network is pro- )

vided through the improved packet caching mechanism
proposed in the paper.
No CacheResults of the two schemes were compared uge
ing a non-caching as a baseline for bandwidth efficienoy/s

5)

per second that connect to the server (default is 100
clients/s).

RTT: The round trip time between the client and server
provided by NISTNet (default is 100 ms, 10 ms standard
deviation).

Update period:The frequency at which the entire con-
tent of the web page changes (5s).

Effect of the Number of Clients: Figures 11 and 12 show

performance as the client connection rate is varied from
to 300/s. Over the entire spectrum, sufficient capacity

Performance metrics were the same as the metrics outliredsts in both the network and server to handle all clients.
earlier. In addition, we also conducted experimental ssidiThe initial brief improvement in performance representshea
with prototype code for Value Based Web Caching (VBWQ)its becoming more effective sufficient client hits occur be
[11]. In VBWC, the initial server completes redundancy detetween content changes. Figure 11 demonstrates that atthoug
tion using small window Rabin fingerprints over the entirety EEOD injects more packets into the network, our proposed
the data block. However, the VBWC prototype provided by theggregation scheme offsets the penalty of additional packe
authors of [11] was able to handle only a limited connectidny reasonable amounts.

load, thus presenting an unfair comparison of VBWC. Hence, Most importantly, Figure 12 illustrates the key claim of
we do not include results of VBWC in the performance graphke paper, namely that dynamic boundary detection does not
but offer commentary on VBWC from our observations with

3Following CNN.com
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scale well. As noted by our scalability experiments eatiilier

the paper, the computation overhead of dynamic boundary®
detection (Rabin fingerprinting) comes at a significant .cost
At 50 connections per second, the computation overheadl;ﬁm‘o

PPC begins to dominate, rapidly accelerating as the numk:z |

of client increases. In contrast, EEOD stays relatively, flez 5,

exhibiting significantly better scaling properties despihe =
introduction of the limited delay window for aggregations ,,

We believe this offers credible support to the notion that tt

ge Ret

simpler whole packet cache detection mechanism will be more |

scalable than dynamically determining redundancy boueslar

Effect of Web Page Layout:Figure 13 shows the performance

of the schemes as the percentage of non-cacheable content i¢
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Effect of the layout of web pages on bandwidth efficie
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T T T
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15
Percentage of Non-Cacheable Content(%)

20
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varied. As the percentage of non-cacheable content ireseagig. 14.
the chances that EEOD will split packets and incur additiona
overhead increases as well. Both schemes follow a similar

trend in terms of bandwidth efficiency. content. The savings of packet aggregation is also notieéab
However, Figure 14 further explains the performance @figure 16 where the delay begins to taper off despite ingrgas

PPC. While EEOD relatively slowly with delay being conpage sizes. Table | shows how the number of packets increases

sumed by the new non-cacheable content, the PPC cuwieh EEOD but yet significantly decreases after aggregation

suffers significantly in terms of delay. Put simply, as thg applied.

amount of non-cacheable increases, the number of table

lookups for Rabin fingerprinting increases proportionatel

If a block is non-cacheable, Rabin fingerprinting must scép Realistic Content Experiments

each individual byte and compute multiple table lookups. In \whijle synthetic content generation allows for variations
contrast, a cacheable block will yield a cache hit and simplg|ong specific axes (amount of dynamic content, etc.), we
memcmpzalls to find the boundary. Hence, the additional tablgsq conducted experiments using source content from gopul
lookups impose a severe penalty despite the relative spleed@psites (CNN, Amazon, Slashdot) in order to better vaidat
the algorithm itself as evidenced in the graph and despée ¢ comparisons between EEOD and PPC.

usage of extremely efficient table structures. For the source content, we gathered pages from the three
Effect of Web Page Size:Figures 15 and 16 plot the target websites across multiple clients at thirty secoterials
performance of EEOD versus PPC as the average page siver the period of a single day. The web pages were logged to
is varied. As the page size increases, both approaches suffisk and served via our own Apache server. For EEOD marker
slightly decreased performance as the total volume of nogeneration, we utilized thdiff tool to isolate where dynamic
cacheable content also increases proportionately. Thee m@dntent occurs.

change in EEOD at 32 kB is important to note as at this Figures 17 and 18 show the performance of PPC and EEOD
point, the effect of aggregation begins to have a significanhder the three respective website sets of content. Torbette
effect. With additional aggregation EEOD is able to offeemphasize the dynamicity of the content, content was set
increasing performance benefits as an increased congestmmchange every 5 seconds (accelerating from the 30 second
window allows for larger bursts of contiguous redundannterval it was recorded).

Effect of the layout of web pages on retrieval time



20

TABLE |

AVERAGE NUMBER OF PACKETS PER CONNECTION FORDIFFERENTPAGE SIZE

Bandwidth Efficiency (%)

Fig. 15.

40

[ Approaches] Avg. Page Size [ 4kB | 8kB [ 16kB [ 32kB [ 64kB |
EEOD Avg. Packet Size (bytes) 1376 | 1420 | 1423 | 1374 | 1283
Avg. # of Pkts/Conn 31.23 | 33.75 | 40.59 | 53.84 | 84.93
Avg. # of Pkis/Conn. with Pkt Aggregation 8.13 8.27 9.37 | 15.71| 30.52
PPC Avg. Packet Size (bytes) 1468 | 1491 | 1498 | 1484 | 1455
Avg. # of Pkts/Conn 29.73| 30.1 | 37.19 | 49.62 | 79.41
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Slashdot webpages

In the case of CNN, EEOD offers the largest performance
improvement as the dynamic content is easy to identify
through the usage of the simptlff mechanism. In contrast,
the dynamic content of Slashdot and Amazon is harder to
identify. In the case of Slashdot, the table embedding eseat
problems with our simplaiff mechanism, thus identifying
more dynamic content than is truly present (many small EEOD
blocks). The same problem occurs with Amazon, albeit on a
different scale.

Similar to our synthetic experiments, EEOD significantly
improves the retrieval time in each of the cases (see Fidiire 1
EEOD offers the best improvement over the content from CNN
as the percentage of cacheable content is higher and EEOD
blocks are placed in the most optimal fashion. Furthermore,
we believe that with correct changes to the actual sourdptscr
versus the naive use diff, one could easily expand the gap in
bandwidth efficiency and retrieval time for both the Slaghdo
and Amazon cases.

V. EEOD CONSIDERATIONS ANDRELATED WORK

Although our experiments show that EEOD is an efficient
and scalable cache architecture, there are several opggsiss
and weaknesses that bear further study:

1) RED interaction:Since EEOD injects additional packets
into the network, the chance that the content will arrive
without a loss also decreases due to queue management
mechanisms such as RED [19]. This issue is partially
addressed by the usage of the packet aggregation mech-
anism proposed in the work.

Wireless interactionsSimilar to the interactions with
RED, if the end client uses a wireless medium for
connectivity, the higher loss rate may increase web page
retrieval time as both the data and ACKs must cross

2)
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the wireless medium. Simply put, EEOD increases the Although the template caching shares similar ideas with
number of packets which in turn will increase the chandeEOD, separating cacheable and non-cacheable content, the
that a packet will be lost due to the lossy medium. Packdiffer in several aspects. In contrast to EEOD, while tengpla
aggregation does not assist with this aspect as packe#&shing requires a customized proxy or applet at the client,
have been detokenized before arriving at the wireless client-side changes are needed for EEOD. Moreover, tem-
medium. plate caching needs complicated update mechanisms and the

3) TCP fairness:Finally, since EEOD has the potential tocreation of a new template language for the website.

result in more packets at sub-MTU values, the overall Another dynamic caching scheme is presented in [23]. In
fairness of the EEOD flows versus non-EEOD TCkhis work the authors develop an algorithm that allows for
flows is impacted. Whereas most TCP flows will transanly changed objects to be updated to the cache, instead of
mit packets at MTU sizes (dominated by Ethernet dhe whole web page needing to be updated to the cache. It is
1500 bytes), flows adjusted by EEOD will receive dmportant to note that this work deals with dynamic content
reduced fairness when comparing on a strict packet-birat is changing in the same way for all users (an example
packet basis. Conversely, the ability to scalably tokenizeould be live baseball box scores), not personalized conten
more packets and offer significant bandwidth savingbat changes on a per-user basis. This caching system was
introduces an interesting tradeoff. Our current ongoindesigned to alleviate the load placed on the server by aligpwi
work involves conducting large scale simulation studiethe server to push only the changed objects to the cache. In
to assess this tradeoff further. contrast, EEOD is not meant to alleviate the load placed on

the servers, but to conserve bandwidth between the upstream

A Related work and downstream caches. o

' For several of the related works, it is important to note that

As mentioned earlier, there are several works closelyeelatour scheme, EEOD, is quite complementary. First, we build
to EEOD. To the best of our knowledge, the work in [9], is the@pon the whole packet cache work in [9] with an improved
first work to introduce the concept of packet caching. In thgacket cache with close temporal aggregation. While onedcoul
work, packet fingerprints were calculated on a whole packemploy Rabin fingerprinting, albeit with a window size equal
basis using a MD5 fingerprint. The extension to this work itb the size of the packet for using the scheme in [10], our
[10] introduced the use of Rabin fingerprinting to allow fointernal results indicate the speed would not be compatable
partial packet caching with the idea of detecting redungang highly optimized MD5 algorithm. Stealth multicast would
across multiple connections. The use of packet caching wssnefit by having a better chance of detecting close temporal
also employed in [20] to improve file system performance. redundancy, even with TCP accesses.

The work in [11], Value Based Web Caching (VBWC), Perhaps the schemes that would benefit the most would be
took the work in [10] one step further by applying Rabin/BWC and Delta Encoding. For VBWC, the large overhead
fingerprinting before the message left the web server. It ¢ detecting boundaries could be easily replaced by a simple
important to note that VBWC was targeted at low bandstring search. While VBWC does require a proxy or changes
width connections (dial-up), where computational cagacito the client, we believe the combination of VBWC and
far exceeds bandwidth capabilities. VBWC requires changegOD could be quite promising. For delta encoding, the delta
to clients and VBWC proxies must explicitly track clientcalculation process could be fine tuned to only calculateagel
cache state which introduces significant large scale de@oy on non-cacheable content.
obstacles.

In these approaches, unlike the traditional object—levgl
cache, a digest-index cache is employed in order to detect
redundant transfers. While the work in DTD [21], Duplicate Itis worth noting that the EEOD concept is not exclusive to
Transfer Detection, also uses the digest-indexed cacheWgb applications; it has potential in all applications (&P,
remains an object-level cache as the digest is computed oREP, and TivoToGo) which share the following charactesssti
for the whole object. Furthermore, DTD requires the supporte. Multiple transfers of identical blocks of data.
from the HTTP protocol and changes to both the server and tha Each transfer produces a different packet sequence.
client. Another work closely related to EEOD was the intro- as noted earlier, misalignments frequently occur when

duction of delta encoding for use in web pages as describedygnsferring a blocks of data over TCP. For a file transfer) (FT

in [22]. Stealth multicast enqueues packets temporarily {9 that a misalignment prevents the whole packet cache from
detect close temporal redundancy (as with streaming t)afﬂaentifying the redundant content.

and convert packets dynamically to/from multicast.

Unlike these approaches, base-instant caching [6] and tem- o
plate caching [7] encourage content providers to design wep Prevalence of Misalignment
site in a cache-friendly way. Although the former is transpa Using FTP, we conducted experiments to study the preva-
to web developers who create content, it adds the overheadeavfce of misalignment in simple file transfers. We conducted
computing and storing the delta on the critical path of then FTP using the FTP servers(ftpd) that is included with
request processing. Fedora Core 3. We transferred files of 6 different sizes (1M,

Beyond Web Services
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is necessary examining the application of EEOD to other file

transfer applications.

100 —

- 1 V1. SUMMARY

80~ B In this paper, we presented a bandwidth conservation archi-

L 1 tecture centered around the concept of Explicit End of Data
(EEOD). Through the use of EEOD, one can easily demarcate
the boundaries between cacheable and non-cacheable ttonten
The separation of packets to allow for whole packet caching
rather than partial packet caching dramatically simplifies

i band packet caching devices, which achieves 30%+ relative
improvement in terms of retrieval time. The primary source
of this savings occurs from eliminating the costly boundary
detection associated with small window Rabin fingerprint
searching. Moreover, we introduced a novel packet aggoegat
mechanism that trades a minimal amount of delay for intreduc
ing additional bandwidth savings (25% relative improvetnen
versus PPC) despite the use of more packets by EEOD.

Our experiments on both synthetic and real web traffic
demonstrated that EEOD offers significantly improved pro-
cessing efficiency in addition to further bandwidth savings
Thus, we believe EEOD offers a compelling new approach to
improving the efficiency of dynamic web content that merits
future attention.

L 1 Our future work includes releasing the EEOD mechanisms
as open source software, Gigabit scale packet caching using
the Intel IXP, and long terms studies on the university tap
- 1 regarding cacheable versus non-cacheable content.
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60 — —

40 -

20 . \ \ .
0 5 10 15

File Size (MB)

Fig. 19. Probabilities of the Occurrence of the Misalignmémt 10
Consecutive File Transfers

80 —

40 .

Percentage of Cacheable Portion (%)

0 . | . | . | \ I
0 100 200 300 400
File Size (MB)

Fig. 20. Percentage of the Cacheable Content Range of &iffdtiles

500
ACKNOWLEDGMENTS

This research was supported by National Science Founda-
tion through the grant CNS03-47392. We would like to thank
5M, 10M, 50M, 100M and 500M). The client downloadedjeﬁ Smith for his assistance in developing the |n|t|al EEOD
) . . r8totype as part of a NSF REU. Thanks to David Wetherall
each file 10 times and the entire packet trace was recorde : . . .

L L and Neil Spring for sharing the Partial Packet Cache code. We
by tepdump. As noted in Figure 19, once the file size was . :
S : also would like to thank Sean Rhea for sharing the VBWC

beyond 10 megabytes, misalignment occurred in all traﬂsferrotot e code
Although the sub-MTU packets do not occur frequently (9% yp '

out of 345265 packets), their presence would significantly

degrade the performance of whole packet caching by making
subsequent packets appear to be different content. 1]

Furthermore, even if the packet sequence gets re-
synchronized, the cacheable content yielded by the ré
synchronization yields only a small portion in the entire fil 3
transfer (less than 10% for files beyond 100MB - see Figur[e4]
20).

As is shown the misalignment of a file transfer is commons,
and can significantly degrade the performance of a packet
cache. In order to avoid the occurrence of such a misalighmen
an intuitive, but nave, method is to transfer the file in block (g
by block manner, forcing re-synchronization at the begigni
of each block, something which EEOD is well suited for. As a
file is entirely cacheable, the overhead of searching for BEO 7
tags could be avoided and a single callingsgk_write_cod
could achieve the forcing of synchronization. Moreoveg th
ability to aggregate a cacheable chunk makes EEOD eve
more attractive in terms of bandwidth efficiency. Furtherkvo

é] J. J. Garrett,
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